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Digital radio-frequency communication technology (which we refer to below simply as Digital
Wireless or DW) has been available for many years. Recently, miniaturisation and the applica-
tion of mass production techniques have led to new uses such as RFID tagging, which interests
the retail industry and distributors. Such non-traditional uses of RF communication brings DW
technology into increasing contact with ordinary citizens. The problems which arise have been
insufficiently analysed. To enable appropriate use of RFID and related DW technology, these
social and ultimately political problems must be specified and analysed more thoroughly.

Transmission Power

Very-high-energy RF transmissions are known hazards to health as well as interference with
other essential infrastructure. This is already legally controlled, but certificates of exempti-
on from these legal limits are also issued [1]. However, the effects on health (for example,
interference with externally-programmable implanted heart pacemaker devices) and other in-
frastructure of pervasive high RF energy are still poorly known in detail. One could anticipate
more research in this area.

Data Mining

Issues arise from the wide introduction of DW technology in combination with other techno-
logies that were better resolved before large scale operations start.
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The unique serial number (ID) from RFID tags makes it easy for database and archiving com-
panies to store and associate data by linking to this ID. Information previously only available,
if at all, through complex data mining is becoming available through fast database queries.
While very helpful to logistical planning undertaken by retail companies and distributors, the
easy availability of such information enables also its misuse, whether undesigned or designed,
inadvertent or intentional. In Germany, there is some degree of legal protection against such
misuse through the Right of Informational Self-Determination derived from the Basic Consti-
tutional Law [2]. Data from and about a person may only be collected, stored and processed
with the expressed and revocable consent of that person. Processing and utilisation of the in-
formation must be transparent and comprehensible. False data or incorrectly-linked data must
be corrected or deleted on demand.

However, de jure protection is not the same as de facto protection. There is a danger that
these important and established rules for privacy protection may easily be violated through
misuse and abuse of RFID technology. Not only that, but some features of the technology
may inadvertently weaken the protections afforded by transparency and comprehensibility:
for example, a customer may well not be able easily to determine when and where data is
being collected from RFID tags and exactly what conclusions are being drawn from this data.
For example, personal or accounting data may be stored directly on RFID tags to enable quick
proofs of purchase history for refund and return purposes. But this data may equally be used
by other tag readers for other purposes, for example to infer information about a customer’s
lifetime purchasing profile over many retailers.

Such conflicts between the intention of the law and DW technology are intrinsic to the techno-
logy and should be resolved before wide-area introduction of the technology [3]. We suggest
there is a role here for the EU in identifying such conflicts.

Introduction of such technology without appropriate consultation with stakeholders has alrea-
dy led to protests in Germany and to a cost-intensive recall of a series of customer payment
cards [4, 5]. Some of this was organised by a Bielefeld info-technology public-interest group,
FoeBuD e.V. While we regard such interventions as occasionally appropriate according to the
situation, we do not regard these kinds of processes as the optimal way to introduce and con-
trol technology. A stakeholder-consultation process with early resolution of concerns and a
goal of reaching consensus would have been more appropriate in this specific case. However,
it would not have been easy for the retailer to identify or approach appropriate interlocutors;
a “try it and see what happens” approach may well have been the most easily-available op-
tion. We suggest that the EU could usefully consider what sorts of stakeholder-involvement
processes it wishes to encourage, and how these might be structured.

Security concerns arise not only with customer data, but may also arise with trade secrets
and other privileged business and political information. Imagine, for example, that one could
detect the presence of senior government figures at a meeting with terrorists through RFID
interrogation of clothing. Such occurrences may be avoided by sufficiently close attention paid
to security, but this may not be effectively possible with lesser organisations than government.
It would be possible to trace the movements of potentially every citizen, and such possibilities
could be used by people wishing to discredit a citizen for any reason (for political or business
reasons, or for purposes of determining a divorce settlement, for example). With suitable pla-
cement and combination of multiple reading devices, exact surveillance and tracking becomes
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technically feasible at some distance and without line-of-sight constraints.

We suggest that these possibilities must be analysed in detail and ways found to implement the
technology in such a way as to render impossible such nefarious uses and to render feasible
only those uses legitimated for the purpose of the tags, such as inventory assessment and
automated transactions at points of sale.

Standardisation and Interoperability

Particular problems such as those mentioned directly above arise through standardisation and
through interoperability. Since tag readability is de facto more or less standardised, improperly-
secured data may be read by persons or companies that legally should not be able so to do.
Other potential examples come to mind. Here are three:

e Were currency to be equipped with RFID tags, not only banks and stores could check its
authenticity quickly, but thieves could determine how much cash a potential target was
carrying in hisher purse.

e Or store A could read customers’ tags upon entry and determine whether they had been
shopping at competitor store B and thereby treat the customer in some way that he or she
would not desire. For example, the owner of store A may, in Germany, legally prohibit
entrance to any customer for any reason - such as that he or she is carrying a RFID
blocking device.

e Or an inadequately-protected customer ID number stored in a rebate card could be in-
tentionally changed by third parties, and the rebates accounted to another person. Bank
ATMs have been and still are being compromised by similar exploits that have been
known and documented for years, despite that the ways to guard against the exploits are
also known and documented.

The social problems of exploitation through standardisation and interoperability in digital
communication technologies are perhaps most starkely illustrated through problems with In-
ternet viruses and the hindrances to productivity and the detriment to quality of life that they
cause. Most of this malware is targeted at a specific vendor’s software products, and the risks
of such homogenisation have been studied in the professional literature for more than a de-
cade. Those of us who use other products from different providers have not been affected
by the malware to anything like the same extent (except insofar as the problems affect our
interlocutors).

We suggest that the EU could usefully consider the social consequences both of standardisati-
on and interoperability, and of their converses, technical and data diversity and protection. We
also suggest that the development and application of appropriate technology, such as crypto-
logic and cryptographic technology, in service of data diversity and protection in the use of
RFIDs may be a suitable area of study.
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The Fragmentation of Technical Customer Protection

Two technical measures have been proposed by the DW industry and developed to enable
consumers to protect themselves from the unwanted effects of RFID technology.

First is a deactivation device [5], which shall disable RFID tags after the point of sale. It is not
proposed that such devices be used by retailers, thus adding a burden to a customer to ensure
deactivation him- or herself. Further, it is technically not possible for a customer to ensure
that the RFID tag is truly disabled, or has merely become dormant or partially-functional.
Any such deactivation technology, to be effective, must prove to the customer that permanent
deactivation has occurred. No such technology has yet been offered [6].

Second is a blocker tag, which is supposed to inhibit the communication between RFID tag
and reading device by transmitting jamming signals. This technology is also not yet ready (see
the information page on blocker tags at [7]). It may also interfere with legitimate and desira-
ble uses of RFID tags (inventory assessment; automated transactions). Furthermore, there are
technical holes in the protection thus offered. As with deactivation devices, the onus to provide
blocker-tag protection will likely lie with the customer.

When the onus lies with a customer to provide protection technology, it is also open to a
store owner in Germany to deny entrance to a customer possessed of such technology. So
apart from the technical immaturity of the proposed protection, there could be strong social
pressures inhibiting people from employing such protection, even though they might wish to
do so.

We suggest that the EU could devise appropriate technical protection and develop the means,
legally or otherwise, to secure its use as appropriate.

Technological Impact Protection

Not only the potential for easy misuse raises concerns about RFID technology. The proposed
normal use raises concerns also, not just with DW technology alone but in combination with
other technologies.

In general, it must be ensured both now and for the future that normal use does not, and cannot,
lead to a violation of existing social protections, especially those dealing with security, privacy
and civil rights.

Studies so far of the impact of RFID technology have mainly focused on the interests of the
introducers and users of such technology, rather than on the interests of all stakeholders, many
of whom may be negatively affected by its use. We therefore see a significant role for the EU in
supporting impact studies which focus on all stakeholders, including not just industrial users
but also consumers of retail products, those who wish to maintain their privacy to at least the
current extent, and so on.

Unless significant study of impact followed by appropriate actions and measures is undertaken,
we can envisage abuse levels of RFID technology reaching the levels of abuse of current
Internet technology, which to all accounts is unacceptably high. (We note that much abuse
of digital communication technology is known to be underreported, especially embezzlement
through financial institutions.) We regard the proposals we have made above as the minimum
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necessary to avoid such an outcome with RFID technology.

Summary

We have suggested that the EU could:

Further study the impact on health (particularly implanted electronic equipment) and
existing infrastructure of increasing levels of moderate- to high-energy RF transmissi-
ons.

Identify conflicts between the intention of the law and DW technology which are intrin-
sic to the technology, and propose resolution of such conflicts before wide-area intro-
duction of the technology.

Usefully consider what sorts of stakeholder-involvement processes it wishes to encou-
rage for the resolution of the conflicting interests of stakeholders in RFID use, and how
these processes might be structured.

Analyse possibilities for intentional and unintentional abuse of RFID technology in de-
tail and find ways to implement the technology so as to render impossible such nefarious
uses and to render feasible only those uses legitimated for the purpose of the tags.

Consider the social consequences both of standardisation and interoperability, and of
their converses, technical and data diversity and protection.

Develop means, say through development and application of appropriate cryptologic
and cryptographic technology, to ensure the acceptable degree of technical and data
diversity, whatever that should turn out to be.

In general, devise appropriate technical protection for stakeholders in RFID technology
and develop the means, legally or otherwise, to secure use of this protection.
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